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Password-based attacks are the
primary method by which accounts My,
are compromised.
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In late 2022, the music streaming service Deezer disclosed a data b

The breach dated back to a mid-2019 backup exposed by a 3rd par

then broadly redistributed on a popular hacking forum. Impacted ¢ 22% 20% 21% 18% oo 24%

IP addresses, names, usernames, genders, DoBs and the geographi

Breach date: 22 April 2019

Date added to HIBP: 2 January 2023 2020 ® 2021 2022
Compromised accounts: 229,037,936

Compromised data: Dates of birth, Email addresses, Genders, Geo 8
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Some useful links

1. https://haveibeenpwned.c

2. https: //wwwgov|I/he/departments/|srael natlonal cy
ber directorate/govil-landing-page

3. https://learn.microsoft.com/en-us/microsoft-
365/admin/misc/password-policy-
recommendations?view=0365-worldwide

4. Cyber.gov.il

5. https://www.gov.il/he/departments/general/topten
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