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Weekly Attacks by Sector

All sectors suffer double digit increase
Education ikt [+43%)]

Government R [+46%)]

Health ELLE! [+74%)]
Communications

Finance

o
e CHECK POINT Published January 202

Data by : 'The Cyber Rescue Alliance'



Ransom Victims by Sector

Education & Government remain most attacked

Education [ | 58

Government [ | 54

Healthcare it 53

Technology

Manufacturing
[ BLACKFOG

Published December 2022
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Data by : 'The Cyber Rescue Alliance'



Most Targeted Sectors

Education tops at number 1 with 2,148 attacks

1426 1,564
w

Insurance  Banking  Healthcare Government Education

i
- Analysis of CheckPoint's Customers
G CHECK POINT Published November 2022
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Data by : 'The Cyber Rescue Alliance'



Cyber Attacks per Region

1,778 Cyber Attacks per Week per Firm in Asia
1,778

Europe Africa LATAM Asia

G CHECK POINT Published November 2022

Data by : 'The Cyber Rescue
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Microsoft Account Takeover '

20% of firms using M365 suffered a compromise

Barracuda Published March 2022

Data by : 'The Cyber Rescue Alliance'
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Access Credentials for Sale

$64K USD, the highest price for access credentials
$64,000

$25,000 $26,000

$20,000
$15,000
$1,000 . $100 I $350 $300 $200

Legal Finance Education Government Industrial
» Lowest Asking Price = Highest Asking Price

Survey of 100 Manufacturing Executives
Published May 2022
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Data by : 'The Cyber Rescue Alliance'



Average Ransom Payment

Size of each known payment is up +13.2% in Q3

L <

Average known

Payout = “__
USD $258,143

[{) BLACKFOG

Published November 2022

Data by : 'The Cyber Rescue Alliance'
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Cyber Budgets are Growing
73% of firms will increase Cyber Budgets in 2023
*
1% are decreasing
their Cyber Budget

73% are

NIECER RO E 26% are keeping

Cyber Budget their Cyber Budget
the same

- T Survey of over 6,550 Cybersecurity Professionals
ivanti Published December 2022

Data by : 'The Cyber Rescue Alliance'



Cyber Issues for Audit Team

54% of Internal Auditors focus on Password Policies

Password policies JY%8A

Data loss prevention I3
Threat assessment
Malware detection

Intrusion detection

“' Jefferson Wells Survey of U.S. Intemal Audit Executives
Published December 2022

Data by : 'The Cyber Rescue Alliance'
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Threat Vectors

Phishing continues to be the top threat at 76%
BEC

Advanced 3% 4

Phishing
76%

From July to November 2022
Acronis Published December 2022

Data by : 'The Cyber Rescue Alliance'



Email Attacks

68% of Email Attacks are Phishing

68%

9%
°

Scam Malware Phishing

TrellixX Published November 2022
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Top 10 Password Attacks

used in real brute force attacks with 12 characters

0 A ASSwanniMaBl:: 1433 vl e P@sswOrdStgh
0 almalinux8svm o adminbigdata

a dbname=template0 o PaSSwordp! @4
o shabixuege! @# ° adm1nistratorl
° @SSWO0rd0123 @ administrator! @#5

s PE C Q = s Data Analysis of over 800M files

Published November 2022

Data by : 'The Cyber Rescue Alliance'
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Effective Ransom Defense
Multifactor Authentication tops the chart at 50%

Multifactor Authentication 50%

Security Awareness

Training 48%

Application Control 38%

Penetration Testing 32%

CYBERARK Published May 2022

Data by : 'The Cyber Rescue Alliance'



